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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at Guangzhou and Foshan, China, throughout the period 1 March
2020 to 28 February 2021 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B,
including its commitment to provide EV SSL certificates in conformity with the CA/Browser Forum
Guidelines on the GDCA website, and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.6.8.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our
procedures does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1662382) on Mozilla’s Bugzilla Platform on 1 September 2020. In the incident,
one certificate was mis-issued with an incorrect value put in the organizationName field of the certificate. The mis-
issued certificate had been revoked within 24 hours after the mis-issuance, and the cause analysis of the incident
and the remediations conducted by GDCA have been illustrated in the process of public discussion. The discussions
of the matter on the public platform had been closed on 5 October 2020.

Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities —
Extended Validation SSL v1.6.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
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Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s EV SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, GDCA's ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion
In our opinion, throughout the period 1 March 2020 to 28 February 2021, GDCA management’s assertion, as

referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities - Extended Validation SSL v1.6.8.

This report does not include any representation as to the quality of GDCA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.6.8, nor the suitability

of any of GDCA’s services for any customer's intended purpose.
Use of the WebTrust seal
GDCA'’s use of the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL Seal

constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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The list of keys and certificates covered in the report is as follow:

) . SHA256 N .
Key Name Key Type Slgna.ture Key Size Sub]ec‘t ‘Key Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsgzigiiz CDCA
O = GUANG DONG CERTIFICATE 4096 [4DCEEBOA |4 1,06767n0
Root Key sha256RSA ALTCCEOE | o s nnngsman| TTUStAUTH
AUTHORITY CO,,LTD. bits  |3r65c529 557?222299 RS ROOT
C=CN 886A1951 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning coc223ps 8220146015
CA Joag |RODEC522 D3483EE5981 GDCA
. . . o 7
O = Global Digital Cybersecurity Authority [Signing Key | sha2S6RSA | ° .~ |P159654D Boogelriisdl TrustauTH
its 64762
Co, Ltd. ezt lccarDE37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 204 2D |c3pEarLacps GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha256RSA | ° |PL99654D Do iaeoEe L TrustAUTH
Its 2

AUTHORITY CO,LTD. e [176a787m628 | RSROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA 8?;%;?;@% DA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 |00 ocaRg7FE

Signing Key | sha256RSA . 727D5SD1E TrustAUTH
Co. Ltd bits |B6E28123 :2?3;%?235 R5 ROOT
C=CN 69CFOBEL | ) A CDEOFS1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA iﬁifBSiEiéZ .
O = GUANG DONG CERTIFICATE o 2048 |2D739636 0 cp3335474

Signing Key | sha256RSA . 727DSDIE |, 4 4n9g3272m | TTUStAUTH
AUTHORITY CO.,LTD. bits |BeE28123 339950331 BE RS ROOT
C=CN 69CF68EL || pacarron
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE gggggz}zggé\g CDCA
O = Global Digital Cybersecurity Authority . 2048 |BETCO8CO by ocERCeES3

Signing Key | sha256RSA . AD04BB48 TrustAUTH
Co,, Ltd. bits |6145B0F5 giig%g?gggz RS ROOT
C=CN 6257R0B3 1599790263
CN = GDCA TrustAUTH R4 SSL CA COF67ASB 32;2@?2@?2; DA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8COI q4p5n1E543

Signing Key |  sha256RSA . ADO4BBAS |, o om3pg| TTUStAUTH
AUTHORITY CO, LTD. bits |6145B0F5 SREOABC128 RS ROOT
C=CN 6257R0B3 ) 5 srEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313CES3 Zjégg%ggg; GDCA
O = Global Digital Cybersecurity Authority | . 2048 |COO0C2RA0 | () s 3pgsc

Signing Key |  sha256RSA . 2692AE3F TrustAUTH
Co.,, Ltd. bits |7B4074B5 Zg?f;igggggg RS ROOT
C=CN 30083595 | 418253585
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggégéggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735R81711 (onipEaR32
Signing Key | sha256RSA 63DBCID6 TrustAUTH
co. Ltd. bits | 1E3E639D 223122522% R5 ROOT
C=CN DPDCOLTD0) Sop3p7pR
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE ggﬁ;gé;gi:g CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o beraTr
Signing Key | sha256RSA D36CC7C6 TrustAUTH
co. Ltd. bits | 3FDB6CE4 ?iggggiggé R5 ROOT
C=CN 60DCE34L 13113342
CN = GDCA TrustAUTH R4 Extended | meazapg [35324298325
Validation SSL CA »o4g |F52vBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha25eRSA |~ [p3sccice DEEOED DB TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oaB7EE8a0D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ;gﬁggiizssg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g0y 3aarpace
Signing Key |  sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits | 55F2FFCO ggggggggig R5 ROOT
C=CN EB2717EC| A 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |B0C09990 | papgiy6n522
Signing Key | sha256RSA . 596DD624 | o0 ol caspp| TrUStAUTH
AUTHORITY CO. LTD. bits  |55F2FFCO
£B2717mC |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giéégggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |RO41621C L e OEFEDD
Signing Key |  sha256RSA 2084B7D3 TrustAUTH
Co, Ltd. bits  |s8s1p1CD ggﬁsggggg; R5 ROOT
C=CN 8072CTTF |5 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 gﬁyg;ggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| oirag73pp| HZAHERS
Root Key sha256RSA ) ADFL4CAG6 |y rmsapmng
Co,, Ltd. bits |EB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52232;22333
O = Global Digital Cybersecurity Authority | 2048 |7654ERSL \opocooncepo |  EIZRATHRS
Signing Key | sha256RSA . DAB2810E | o e caR
Co,, Ltd. bits |540916D2 & CA
DEEFF38 ¢ |EBBEA297DAA
C=CN D147EA76F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigggiéii
O = Global Digital Cybersecurity Authority . 2048 |2F1BBOOF fhgep04g215| MEAIHKRS
Signing Key |  sha256RSA . 85B257B2| 51 1BFB3E24
Co., Ltd. bits |4a3131c4 iB27§§§7E15 1R CA
C=CN A9T0ALOB|phrg3c1D6
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CN = #Z Mt R4 DV AR5 2RIEH CA 0C2556EA igiggéggigg
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD |00, oo ag65pp|  EZAIHERS
Signing Key | sha256RSA . C2AE6239 | o /b s cgomF
Co., Ltd. bits 109693113 & CA
’ 8EBEQ] DG |AB2A5108AA3
C=CN D6664A641
CN = BZ 1 R4 IV ARBEIEH CA FBF66620 é;i?gi}jéggg
O = Global Digital Cybersecurity Authority o 2048 |P2RATB2C| oo nprE07|  BZRRIIERS
Signing Key | sha256RSA . 10CBS2EZ |0 509138206
Co,, Ltd. bits  |59p40a15 & CA
io11papy |861622297BF
C=CN 643598961
N = HZEHE RA RIS 2] A 1DDCBC25FC8
C Nz ﬂ‘.b. et %lﬁ:iﬁ C . gglcgc;; £0087BERane )
O = Global Digital Cybersecurity Authority o 2048 ADIF26 |, 51 21550p3g| HEHHERS
Signing Key | sha256RSA . C4928RFC 5,07 ce3DB0S
Co,, Ltd. bits |7r77FD16 & CA
27097831 |F15BDDDB71E
C=CN 2BF87E200
CN = LA R4 ZBITFIES CA 5543FAB3 iggﬁggiiigg
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo nrpgra743| HZTMHRS
Signing Key | sha256RSA . SADAFEBL |- 0001355
Co., Ltd. bits |258451E2 &R CA
CBEABEF |C2695EBGSBR
C=CN 91D0OB1BAD
CN = HZm R4 ERIITFIEH CA 49EET24E gggéégigggé
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C )0 copnoops|  EZAIHERS
Signing Key | sha256RSA . E14480ED| o1 5opm3p12
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA EZ\;Z;S%%E .
O = Global Digital Cybersecurity Authority 384 |20B5DBS6 o) 00599a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 ggig?ig;gég ES ROOT
C=CN OFASF22210037E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigggéi\gg GDCA
O = Global Digital Cybersecurity Authority L 256 |26589289\ .5 N 1Fap3B
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co, Ltd. bits 123444568 ?252?2@2%? ES ROOT
C=CN 4644CTBE | 6934n0EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 ;”3252323832 ——
O = Global Digital Cybersecurity Authority . 256 |02120F0L10 g, 5 38p9755
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits |6E5AC45D gégg%ggggg; ES ROOT
C=CN 0299R22C 7 bp03453
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@éﬁéii;iii GDCA
O = Global Digital Cybersecurity Authority L 256 |PPS2570A1,5569cnRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits | c4ac61585 gggiggiéggg E5 ROOT
C=CN AECO3EFB |5 cnracd66
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CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECG |AiBOFB3FDS
o i ) 8A2F90oF | ABEQOEBBACG GDCA
O = Global Digital Cybersecurity Authority L 256 AEBF512D2FC
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co., Ltd. bits  |paAAFB25 éig?%gg;;;g’ £5 ROOT
C=CN 70F2D067 \p3ypop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscocng |[FSRBIFAS362
O = Global Digital Cybersecurity Authority 56 |F4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha3g4ECDSA | = |70E31681 QipIresii% ] TrustAUTH
its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16COD760 ;1 5 9p7BFF
CN = GDCA TrustAUTH E4 Generic CA 10608596 73 000020 oca
O = Global Digital Cybersecurity Authority | 256 |/C365592 100 rRAR9BCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits  |cacae2p3 |2 AI9EE30T £5 ROOT
C=CN BBC34684 | 3289m1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963a | JOOFASAORTE
O = Global Digital Cybersecurity Authority o 256 |/CCBLCBE |, o m0E3ED2D
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 gsggz%gg;; £5 ROOT
C=CN 9A38BOFE |54 0ars47
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 54 |5 February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 52 |20 August 2020
GDCA CPS 5.1 31 May 2020
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 20 August 2020
GDCA EV CPS 2.1 |31 May 2020
GDCA CP 2.5 |5 February 2021
GDCA CP 24 |1 October 2020
GDCA CP 2.3 |20 August 2020
GDCA CP 2.2 |31 May 2020
GDCA EV CP 22 |1 October 2020
GDCA EV CP 2.1 20 August 2020
GDCA EV CP 20 |31 May 2020
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" S S TIEIRAERAE
s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A, and provides Extended Validation SSL (“EV SSL”) CA services.

The management of GDCA is responsible for establishing and maintaining effective controls over its EV SSL CA
operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle management
controls, EV SSL certificate lifecycle management controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
GDCA'’s CA operations. Furthermore, because of changes in conditions, the effectiveness of controls may vary over
time.

GDCA management has assessed its disclosures of its EV SSL practices and controls over its EV SSL CA services.
Based on that assessment, in GDCA management’s opinion, in providing its EV SSL CA services at Guangzhou and
Foshan, China, throughout the period 1 March 2020 to 28 February 2021, GDCA has:

o disclosed its EV SSL certificate lifecycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide EV SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected
throughout their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
V1.6.8.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1662382) on Mozilla’s Bugzilla Platform on 1 September 2020. In the incident,
one certificate was mis-issued with an incorrect value put in the organizationName field of the certificate. The mis-
issued certificate had been revoked within 24 hours after the mis-issuance, and the cause analysis of the incident
and the remediations conducted by GDCA have been illustrated in the process of public discussion. The discussions
of the matter on the public platform had been closed on 5 October 2020.
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Global Digital Cybersecurity Authority Co., Ltd.

GDCA

ybersecurity Authority Co.,Ltd.
ishan Town, Nanhai District, Foshan City, Guangdong Province.

12 May 2021
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The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 . .
Key Name Key Type Slgna'ture Key Size Sub]ec‘t ‘Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgjggg::z DA
O = GUANG DONG CERTIFICATE 4096 [4DCEEBOA |40 1,06767n0
Root Key sha256RSA ALTCCFOE| o s nnngsman| TTUStAUTH
AUTHORITY CO,,LTD. bits |3r65c529 557?222299 RS ROOT
C=CN 886A19511,591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning coc223ps [#82E0146D15
CA S04 |A9DFC522 D3483EE5981 GDCA
- . . - TF144
O = Global Digital Cybersecurity Authority | Signing Key | sha256RSA bit D155654D Egzg}ngEzz; TrustAUTH
its 4762
Co, Ltd. oot [ccarprsT274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 iggigzgz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha256RSA | ° |PL99654D Do oo oEe | TrustAUTH
its 64762589
AUTHORITY CO.,LTD. 176A787E628 R5 ROOT
C=CN ARBODOT74 E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA gi;gg;gggg; DA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 |00 ocaRg7FE
Signing Key | sha256RSA . 727D5SD1E TrustAUTH
Co. Ltd bits |B6E28123 :2?3;%?235 R5 ROOT
C=CN 69CF6BEL | A CDEOFS1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igifgggggg .
O = GUANG DONG CERTIFICATE o 2048 |2D739636 0 3335474
Signing Key | sha256RSA . 727DSDIE |, 4 uh9g3270m | TTUStAUTH
AUTHORITY CO.,LTD. bits |BeE28123 339950331 BE RS ROOT
C=CN 69CF68EL || pacarron
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE ;Zgggzgg%g .
O = Global Digital Cybersecurity Authority o 2048 |BE7CO8CE | rg prearss3
Signing Key | sha256RSA AD04BB48 TrustAUTH
Co., Ltd. bits |6145B0F5 giig;g?gggz RS ROOT
C=CN 6257A0B3 1599790263
CN = GDCA TrustAUTH R4 SSL CA COF6TASE 3§§§§E§§f§§ GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO o 0psa1E543
Signing Key |  sha256RSA . ADO4BBAS |, o om3pg| TTUSAUTH
AUTHORITY CO, LTD. bits |6145B0F5 SREOABC12S RS ROOT
C=CN 6257A0B3 |55 6FEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313CES3 23223%32522 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |COO0C2BA0 ) ) pm spgsc
Signing Key |  sha256RSA 2692AE3F TrustAUTH
Co, Ltd. bits 178407485 ?g?;iggéggg R5 ROOT
C=CN 300B3595 1155355
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggggéggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735R81711 (onipEaR32
Signing Key | sha256RSA . 63DBCID6 TrustAUTH
co. Ltd. bits | 1E3E639D 223122522% R5 ROOT
C=CN DPDCOLTD0) Sop3p7pR
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE ggﬁ;gé;gi:g CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o beraTr
Signing Key | sha256RSA . D36CC7C6 TrustAUTH
co. Ltd. bits | 3FDB6CE4 ??ggzziggé R5 ROOT
C=CN 60DCE34L 13113342
CN = GDCA TrustAUTH R4 Extended
o 1EGAEADE 55324298325
Validation SSL CA »o4g |F52vBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha25eRSA |~ [p3sccice DEEOED DB TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oaB7EE8a0D9 | RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ;gﬁggiizgsg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g0y 3aarpace
igning Ke sha . rus
Signing Key ha256RSA 596DD624 TrustAUTH
Co, Ltd. bits | 55F2FFCO ggggggggig R5 ROOT
C=CN EB2717EC| A 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzggé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 1 3p01 46n522
Signing Key | sha256RSA . 596DD624 | o0 ol caspp| TrUStAUTH
AUTHORITY CO. LTD. bits  |55F2FFCO
£B2717mC |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zéiiiééiff;? GDCA
O = Global Digital Cybersecurity Authority o 2048 |RO41621C L e OEFEDD
Signing Key |  sha256RSA . 2084B7D3 TrustAUTH
Co, Ltd. bits  |s8s1p1CD ggi\sggggigg R5 ROOT
C=CN 8072CTTF |5 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zi?i?gggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| oirag73pp| HZAHERS
Root Key sha256RSA ) ADFL4CAG6 |y rmsapmng
Co,, Ltd. bits |EB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 gg\;gg;zg;g‘;
O = Global Digital Cybersecurity Authority | 2048 |7654ERSL \opocooncepo |  EIZRATHRS
Signing Key | sha256RSA . DAB2810E | o e caR
Co,, Ltd. bits |540916D2 & CA
DEEFF38 ¢ |EBBEA297DAA
C=CN D147EA76F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigggiéii
O = Global Digital Cybersecurity Authority . 2048 |2F1BBOOF fhgep04g215| MEAIHKRS
Signing Key |  sha256RSA . 85B257B2| 50 nrR3E24
Co, Ltd. bits |4a3131c4 & CA
2970a1 op|AB27DCD7B15
C=CN BDF83C1D6
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GDCA

CN = HZHt R4 DV RSB RIEP CA 0C2556EA igigggggigi
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD |00, oo ag65pp|  EZAIHERS
Signing Key | sha256RSA . C2AE6239 | o /b s cgomF
Co., Ltd. bits 09693113 & CA
8EBEQ] DG |AB2A5108AA3
C=CN D6664A641
CN = HZrE R4 IV BRSSRIETH CA FBFG6620 é;ggﬁ;ggzs
O = Global Digital Cybersecurity Authority o 2048 |D2ARTB2C|, oo pRER0T7| BZEIHRS
Signing Key | sha256RSA . 10CBS2EZ |0 509138206
Co,, Ltd. bits |59p40a1s5 R CA
io11papy |861622297BF
C=CN 643598961
CN = = R4 KIBE RIS CA 0BLCOCLT égggsgigzgi
O = Global Digital Cybersecurity Authority o 2048 |23BDIF261, 01 31 cc0p3g|  BMZAIHERS
Signing Key | sha256RSA . C4928RFC 5,07 ce3DB0S
Co,, Ltd. bits |7F77FD16 &R CA
27097831 |F15BDDDB71E
C=CN 2BF87E200
CN = & R4 ZBITFIEH CA 5543FAB3 igg?ggi??gg
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo nrpgra743| HZTMHRS
Signing Key | sha256RSA . SADAFEBL |- 0001355
Co., Ltd. bits |258451E2 & CA
CBEABEF |C2695EBGSBR
C=CN 91DOB1BAD
CN = EZmE R4 ERIITFIES CA 49EET24E gggéégigggé
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C )0 copnoops|  EZAIHERS
Signing Key | sha256RSA . E14480ED| o1 5opm3p12
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA4 Ei;i;s%gég .
O = Global Digital Cybersecurity Authority 384 |20B5DBS6 o) 00599a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 ggig?ig;gég ES ROOT
C=CN IFRSF222 1003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES535 gggig;;éi\gg -
O = Global Digital Cybersecurity Authority L 256 |26589289\ o 11F4D3B
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co, Ltd. bits 123444568 ?252?2@2%? E5 ROOT
C=CN 4644CTBF |6 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Sﬁgggggsgg: GDCA
O = Global Digital Cybersecurity Authority | = . 256 |62120F011 o, 3gn975R
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits |6E5aC45D gégg%ggggg; ES ROOT
C=CN 0299A22C 3 ppo3as3n
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 égggggig;ig GDCA
O = Global Digital Cybersecurity Authority L 256 |PPS2570A1,5569cnRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Ltd. bits  |c4ce1585 égggg?%gg E5 ROOT
C=CN AECO3EFB | nra6466
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s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA

CN = GDCA TrustAUTH E4 IV SSL CA seeLEECe [CRADITEITO | A
O = Global Digital Cybersecurity Authority | = 256 |BA2FO02E |, rrs opoFC

Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co., Ltd. bits  |paaaFB25 éig?%gg;;;g’ £5 ROOT
C=CN 70F2D067 \p3ypop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecag [ESBBIFAS362
O = Global Digital Cybersecurity Authority 56 |F4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | " |7DE316s1 QipIresii% ] TrustAUTH

its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF

CN = GDCA TrustAUTH E4 Generic CA 10608596 73 000020 oca
O = Global Digital Cybersecurity Authority | 256 |/C365592 100 rRAR9BCS

Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscge2p3 Zéﬁgggg;i;; ES ROOT
C=CN BBC34684 |1 3589m1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963a | JOOFASAORTE
O = Global Digital Cybersecurity Authority o 256 |/CCBLCBE |, o m0E3ED2D

Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 gsggz%gg;; £5 ROOT
C=CN OA3BBOFS |50 0ar547
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Appendix B
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Global Digital Cybersecurity Authority Co., Ltd

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA EV CPS 2.3 1 October 2020
GDCA EV CPS 2.2 |20 August 2020
GDCA EV CPS 2.1 |31 May 2020
GDCA EV CPS 2.0 |20 September 2019
GDCAEV CP 2.2 |1 October 2020
GDCAEV CP 21 |20 August 2020
GDCAEV CP 20 |31 May 2020
GDCA EV CP 1.9 |20 September 2019
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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I SRS

(CGEE : APURERESE - EXNESRERE - )
B HZRAREROBRAEEENE

BINEZERT - WHG—FrBZR R RHBRAS ( Global Digital Cybersecurity Authority Co., Ltd. -
DUFERR “GDCA” ) 2020 F£3 B 1 HZE 2021 £ 2 B 28 HHE TR E MA#HLIZERIEFIAIE(“CA”)
REZEEEMBATT 7T SIEFRIENSIENS - RIESIEMEIAE - GDCA B :

o EMHTAZEAINEEZBANEWSMN (cps ) AINEAZIEFRES (CP ) SiKEE 7 EV SSL
IEBAEmEERW SN - EFEKEBTE CA/Browser ICIZMARIES M EV SSLIEFARSS - H K
TEIRFERO N SRR HABRARSS

o BEBXEESING - DURHLMU T SERIE :
B RIPPAEEREHAA eV sSLIEBEE M B PRITEN ; UK
o T GDCA FTITTRUEMRIFIE S LEE EV SSLIEBERIBFERIER

o BYUBAMIEHING - DURHLINSERIL ¢
o X CA RZANBURRIZEAYIEHOMRT RN DA ;
REFZAMLBERRFNESY ;| DK
CA RGN A - P MRFRRESRNANT - LIS CA 285 E

AT S WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.6.8 -
GDCA RITEEAMP - TRRHIEBERLIRS - B - BV FHEFAREBERRITENBRIES -

GDCAT2020F9H1HZ T Mozilla BugzillaA R FEEREHBug 1662382 - TUEHD - —KEFIEHE
organizationNamef= U AFBIRBEIRE - IRKIRENWBFIERT 24N NIARGDCARIFF TR RE © R
TS HHNBRERKRASENSE - GDCAUBSTAXRFLER - IIWERHERITIET2020F10H5HER -

$F1E H£8EH


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://bugzilla.mozilla.org/show_bug.cgi?id=1662382
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GDCA Y= {E

GDCA MWEBEEATRBEREERIAE  SRERANEMHLRIAE DM GDCA FTREHENRFZERESS
WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.6.8 FIFIE -

WAV IT M AN B E

HMNERFRIIMHETEREEZRSEHNST AR K BHER STHIMEBEAN ( Code of Ethics for Professional
Accountants ) MIERBEREX - WENREVUELER - B - TUEAMEE - REMRWTRHNERRNZ
I BOIATBREEMRNEERAFREIZES) 1 (International Standard on Quality Control 1)+ HIEIL4EIF 2 HAY
FREZHIREZ - BREFEEREK - TUARNEMERAEREZNE RN ENBERNEZER -

it MASRE

BNPVIRAZERTE L TFREM X GDcA WEBRINEXRREIE - RIBRIEEMRFIFSEILENESS
EMBERREUEW SSENSE 3000 S /7 LW 5 52 Fif 2L &9 uF I 5" IMERTT ¢ SUETAF - WA
MK FA N L FRTENNF I EFLEREABEERG AN ERRAENSIERILE - 815

(1) THR GDCAEVSSLIEREmEEEIE - 83F eVSSLIER AW - BB ;
2) EEMKXWSRIESEET 7ATIRERN EVSSLIEREmBRERE ;

(3) MSANEIZERSEN T ARE ; UK

(4) PITEHMENDANMLZNSIEER -

FABE - BABRINIEEZR D ~ E50 - ARREILEICRME 7 &M -

EHAERE

GDCA RYNEZEFIRNBMMEMEREY - REXNHF RARMKETT BZESI XL NS~ £ - BURTEGE)
WHEEERUREMEFET S MR MERKBTNER - F01FRE R RKE 77 AR ERIN B
FATEERITAL TAE -

& 75 PR

BTREMEFIE RS RIIRE] - GDCA RE LM ESKRIBEN T BES R BRI - A0 « EEHITJRERARITIES - &
MHIETEIR ~ TE - WERANBRAIARENAD - HIERAINEHEHMENEK - UEo - NLRIZEETIAE
SEFMANEREEFREENSENE -

it

FHAIAAN - GDCA T 2019 F3 B 1 HE 2020 £ 2 B 29 HEAEMEFAERZSMNEEBEEAECEFRBEE R HET

& WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.6.8 °

KIREH A EIEED WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL
v1.6.8 DISNKWEREFEREE - SiXHEAIE X GDCA RSB S &M -

$28 H8H


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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%J Webtrust #xiR A4 {5 B

£ GDCA Wit _EAY WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL B8 FIAE
MRBAREABTH—MRFSER - BEHARA T HANFIANEN AR SHWE M EH —THRIE -
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B = o 2 T A PR F

2105 Wing On Ctr, 111 Connaught Rd, HK +852 2246 6888 info@akamcpa.com
B 44—
KNERENBENBHESIEPIIZENT:
. . SHA256 . .
Key Name Key Type Slgna'ture Key Size Subjec‘t ‘Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F ?Z?Siiigiii GDCA
O = GUANG DONG CERTIFICATE 4096 [4DCEEEIR |41 059767R0
Root Key sha256RSA . ALTCCFOE| - oo gsman| TTUStAUTH
AUTHORITY CO,,LTD. bits |3r65c529 [FC4BBBUSE
88eal o5, [OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning coc203ps |E82E0146D15
CA S04 |9DFC522 D3483EE5981 GDCA
. . . . 7F144
O = Global Digital Cybersecurity Authority |Signing Key | sha256RSA bit D155654D Egzg};gmz; TrustAUTH
its 4762
Co, Ltd. e lccarpr37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 5048 gggiggg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RsA | . |pissesaD Do 2| TrustAUTH
its 64762589
AUTHORITY CO,LTD. anpep074 |L76ATBTE628 | R5ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA 85;2332222; .
O = Global Digital Cybersecurity Authority | 2048 |2D7396361 00 azo7rE
Signing Key | sha256RSA 72 7DSD1E TrustAUTH
Co. Ltd bits  |B6E28123 iiigggﬁggég R5 ROOT
C=CN 69CFe8E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOE1A igfégggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2DP739636 150555335474
Signing Key | sha256RSA . 727TDSDLE | ) noe3070m |  TTUSTAUTH
AUTHORITY CO.,LTD. bits |B6E28123 33095A331BE R5 ROOT
C=CN 69CF68EL | ) 4carROR
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASB gggggggggﬁ GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CE |, o rrcsrs3
Signing Key | sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits 16145805 gijgégﬁgggz R5 ROOT
C=CN 6257R0B31599790n63
CN = GDCA TrustAUTH R4 SSL CA COFG7A5B ég;?g?iéf;; ——
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO| 0 ncnirsas
Signing Key | sha256RSA . ADO4BBA8 |, oo romapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCLL28 RS ROOT
C=CN 6257R0B3 |5 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cm83 | [2105150CF" GDCA
O = Global Digital Cybersecurity Authority . 2048 |COOC2RA0 ) ) pm 3pgsc
Signing Key | sha256RSA 2692AE3F TrustAUTH
Co. Ltd. bits 78407485 ggi;iﬁggggg R5 ROOT
C=CN 300B3595 | 415253585
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggégéggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735R81711 (onipEaR32
Signing Key | sha256RSA 63DBCID6 TrustAUTH
co. Ltd. bits | 1E3E639D 223122522% R5 ROOT
C=CN DPDCOLTD0) Sop3p7pR
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE ggﬁ;gé;gi:g CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o beraTr
Signing Key | sha256RSA D36CC7C6 TrustAUTH
co. Ltd. bits | 3FDB6CE4 ?iggggiggé R5 ROOT
C=CN 60DCE34L 13113342
CN = GDCA TrustAUTH R4 Extended | meazapg [35324298325
Validation SSL CA »o4g |F52vBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha25eRSA |~ [p3sccice DEEOED DB TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oaB7EE8a0D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ;gﬁggiizssg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g0y 3aarpace
Signing Key |  sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits | 55F2FFCO ggggggggig R5 ROOT
C=CN EB2717EC| A 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |B0C09990 | papgiy6n522
Signing Key | sha256RSA . 596DD624 | o0 ol caspp| TrUStAUTH
AUTHORITY CO. LTD. bits  |55F2FFCO
£B2717mC |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giéégggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |RO41621C L e OEFEDD
Signing Key |  sha256RSA 2084B7D3 TrustAUTH
Co, Ltd. bits  |s8s1p1CD ggﬁsggggg; R5 ROOT
C=CN 8072CTTF |5 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 gﬁyg;ggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| oirag73pp| HZAHERS
Root Key sha256RSA ) ADFL4CAG6 |y rmsapmng
Co,, Ltd. bits |EB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52232;22333
O = Global Digital Cybersecurity Authority | 2048 |7654ERSL \opocooncepo |  EIZRATHRS
Signing Key | sha256RSA . DAB2810E | o e caR
Co,, Ltd. bits |540916D2 & CA
DEEFF38 ¢ |EBBEA297DAA
C=CN D147EA76F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigggiéii
O = Global Digital Cybersecurity Authority . 2048 |2F1BBOOF fhgep04g215| MEAIHKRS
Signing Key |  sha256RSA . 85B257B2| 51 1BFB3E24
Co., Ltd. bits |4a3131c4 iB27§§§7E15 1R CA
C=CN A9T0ALOB|phrg3c1D6
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CN = #Z Mt R4 DV AR5 2RIEH CA 0C2556EA igiggéggigg
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD |00, oo ag65pp|  EZAIHERS
Signing Key | sha256RSA . C2AE6239 | o /b s cgomF
Co., Ltd. bits 109693113 & CA
’ 8EBEQ] DG |AB2A5108AA3
C=CN D6664A641
CN = BZ 1 R4 IV ARBEIEH CA FBF66620 é;i?gi}jéggg
O = Global Digital Cybersecurity Authority o 2048 |P2RATB2C| oo nprE07|  BZRRIIERS
Signing Key | sha256RSA . 10CBS2EZ |0 509138206
Co,, Ltd. bits  |59p40a15 & CA
io11papy |861622297BF
C=CN 643598961
N = HZEHE RA RIS 2] A 1DDCBC25FC8
C Nz ﬂ‘.b. et %lﬁ:iﬁ C . gglcgc;; £0087BERane )
O = Global Digital Cybersecurity Authority o 2048 ADIF26 |, 51 21550p3g| HEHHERS
Signing Key | sha256RSA . C4928RFC 5,07 ce3DB0S
Co,, Ltd. bits |7r77FD16 & CA
27097831 |F15BDDDB71E
C=CN 2BF87E200
CN = LA R4 ZBITFIES CA 5543FAB3 iggﬁggiiigg
O = Global Digital Cybersecurity Authority | . 2048 |89FSTEDS oo nrpgra743| HZTMHRS
Signing Key | sha256RSA . SADAFEBL |- 0001355
Co., Ltd. bits |258451E2 &R CA
CBEABEF |C2695EBGSBR
C=CN 91D0OB1BAD
CN = HZm R4 ERIITFIEH CA 49EET24E gggéégigggé
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C )0 copnoops|  EZAIHERS
Signing Key | sha256RSA . E14480ED| o1 5opm3p12
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA EZ\;Z;S%%E .
O = Global Digital Cybersecurity Authority 384 |20B5DBS6 o) 00599a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 ggig?ig;gég ES ROOT
C=CN OFASF22210037E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigggéi\gg GDCA
O = Global Digital Cybersecurity Authority L 256 |26589289\ .5 N 1Fap3B
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co, Ltd. bits 123444568 ?252?2@2%? ES ROOT
C=CN 4644CTBE | 6934n0EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 ;”3252323832 ——
O = Global Digital Cybersecurity Authority . 256 |02120F0L10 g, 5 38p9755
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits |6E5AC45D gégg%ggggg; ES ROOT
C=CN 0299R22C 7 bp03453
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@éﬁéii;iii GDCA
O = Global Digital Cybersecurity Authority L 256 |PPS2570A1,5569cnRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits | c4ac61585 gggiggiéggg E5 ROOT
C=CN AECO3EFB |5 cnracd66
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CN = GDCA TrustAUTH E4 IV SSL CA seeLEECe [CRADITEITO | A
O = Global Digital Cybersecurity Authority | = 256 |BA2FO02E |, rrs opoFC

Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co., Ltd. bits  |paaaFB25 éig?%gg;;;g’ £5 ROOT
C=CN 70F2D067 \p3ypop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecag [ESBBIFAS362
O = Global Digital Cybersecurity Authority 56 |F4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | " |7DE316s1 QipIresii% ] TrustAUTH

its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF

CN = GDCA TrustAUTH E4 Generic CA 10608596 73 000020 oca
O = Global Digital Cybersecurity Authority | 256 |/C365592 100 rRAR9BCS

Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscge2p3 Zéﬁgggg;i;; ES ROOT
C=CN BBC34684 |1 3589m1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963a | JOOFASAORTE
O = Global Digital Cybersecurity Authority o 256 |/CCBLCBE |, o m0E3ED2D

Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 gsggz%gg;; £5 ROOT
C=CN OA3BBOFS |50 0ar547
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SEEINE A ZCP/CPSARZ:

Name Version Release Date
GDCA CPS 54 |5 February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 5.2 |20 August 2020
GDCA CPS 5.1 31 May 2020
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 |20 August 2020
GDCA EV CPS 2.1 31 May 2020
GDCA CP 2.5 |5February 2021
GDCA CP 24 |1 October 2020
GDCA CP 2.3 |20 August 2020
GDCA CP 2.2 31 May 2020
GDCA EV CP 2.2 1 October 2020
GDCA EV CP 21 120 August 2020
GDCA EV CP 20 |31 May 2020
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KNERENBENBHESIEPIIZENT:
. . SHA256 . .
Key Name Key Type Slgna.t ure Key Size Subjec.t K ey Certificate Certificate Signed
Algorithm Identifier R by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F zzgsgzgg::z CDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEEIAI4 01 059767R0
Root Key sha256RSA . Al7CCFOE FCoBBBOSE42 | TTUStAUTH
AUTHORITY CO. LTD. bits |3r65c529
s8ealos, [OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning c86223p3 |382E0146D15
CA S04 |9DEC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key | sha256RSA bit D155654D Egggg;gé;;; TrustAUTH
its 64762589
Co,, Ltd. anpepo7a |CC3FDE37274( RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggiiggz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | - sha2S6RsA | . |pissesen Do e | TrustAUTH
its 64762589
AUTHORITY CO.LTD. anBepo7a |176A787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOE1A 2%23;@;@% GDCA
O = Global Digital Cybersecurity Authority L 2048 |2D739636ppg9caR97FE
Signing Key | sha256RSA 727D5D1E TrustAUTH
Co., Ltd. bits  |pez2s123 | HATEPR00 0 R5 ROOT
C=CN 69CF68EL |1 cp6oFs1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igfjgggg}l;; GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D73963615 553335474
Signing Key |  sha256RSA 727DSDLE\ 063570 TrustAUTH
AUTHORITY CO,LTD. bits  |B6E28123 (35000200 on RS ROOT
C=CN 69CF68EL | 3 scarROA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B gggggggggég GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CO | op g prcgrss
Signing Key | sha256RSA . AD04BB48 TrustAUTH
Co. Ltd. bits 6145B0F5 gijgégﬁgggz R5 ROOT
C=CN 6257R0B31599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B ég;gig};g’é?g; CDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CE | nca1rsg3
Signing Key | sha256RSA . ADO4BBAS |, orrromapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 BREOABCL 128 RS ROOT
C=CN 6257n083 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83| 3228 180¢F" GDCA
O = Global Digital Cybersecurity Authority | 2048 |CO0C2RRO |, 1 pgspgsc
Signing Key | sha256RSA ) 2692AE3F TrustAUTH
Co., Ltd. bits |7B4074B5 Zggfgiéggggg RS ROOT
C=CN 30083595 | 415253585
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggggéggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735R81711 (onipEaR32
Signing Key | sha256RSA . 63DBCID6 TrustAUTH
co. Ltd. bits | 1E3E639D 223122522% R5 ROOT
C=CN DPDCOLTD0) Sop3p7pR
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE ggﬁ;gé;gi:g CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o beraTr
Signing Key | sha256RSA . D36CC7C6 TrustAUTH
co. Ltd. bits | 3FDB6CE4 ??ggzziggé R5 ROOT
C=CN 60DCE34L 13113342
CN = GDCA TrustAUTH R4 Extended
o 1EGAEADE 55324298325
Validation SSL CA »o4g |F52vBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha25eRSA |~ [p3sccice DEEOED DB TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oaB7EE8a0D9 | RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ;gﬁggiizgsg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g0y 3aarpace
igning Ke sha . rus
Signing Key ha256RSA 596DD624 TrustAUTH
Co, Ltd. bits | 55F2FFCO ggggggggig R5 ROOT
C=CN EB2717EC| A 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzggé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 1 3p01 46n522
Signing Key | sha256RSA . 596DD624 | o0 ol caspp| TrUStAUTH
AUTHORITY CO. LTD. bits  |55F2FFCO
£B2717mC |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zéiiiééiff;? GDCA
O = Global Digital Cybersecurity Authority o 2048 |RO41621C L e OEFEDD
Signing Key |  sha256RSA . 2084B7D3 TrustAUTH
Co, Ltd. bits  |s8s1p1CD ggi\sggggigg R5 ROOT
C=CN 8072CTTF |5 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zi?i?gggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| oirag73pp| HZAHERS
Root Key sha256RSA ) ADFL4CAG6 |y rmsapmng
Co,, Ltd. bits |EB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 gg\;gg;zg;g‘;
O = Global Digital Cybersecurity Authority | 2048 |7654ERSL \opocooncepo |  EIZRATHRS
Signing Key | sha256RSA . DAB2810E | o e caR
Co,, Ltd. bits |540916D2 & CA
DEEFF38 ¢ |EBBEA297DAA
C=CN D147EA76F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigggiéii
O = Global Digital Cybersecurity Authority . 2048 |2F1BBOOF fhgep04g215| MEAIHKRS
Signing Key |  sha256RSA . 85B257B2| 50 nrR3E24
Co, Ltd. bits |4a3131c4 & CA
2970a1 op|AB27DCD7B15
C=CN BDF83C1D6
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CN = HZHt R4 DV RSB RIEP CA 0C2556EA igigggggigi
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD |00, oo ag65pp|  EZAIHERS
Signing Key | sha256RSA . C2AE6239 | o /b s cgomF
Co., Ltd. bits 09693113 & CA
8EBEQ] DG |AB2A5108AA3
C=CN D6664A641
CN = HZrE R4 IV BRSSRIETH CA FBFG6620 é;ggﬁ;ggzs
O = Global Digital Cybersecurity Authority o 2048 |D2ARTB2C|, oo pRER0T7| BZEIHRS
Signing Key | sha256RSA . 10CBS2EZ |0 509138206
Co,, Ltd. bits |59p40a1s5 R CA
io11papy |861622297BF
C=CN 643598961
CN = = R4 KIBE RIS CA 0BLCOCLT égggsgigzgi
O = Global Digital Cybersecurity Authority o 2048 |23BDIF261, 01 31 cc0p3g|  BMZAIHERS
Signing Key | sha256RSA . C4928RFC 5,07 ce3DB0S
Co,, Ltd. bits |7F77FD16 &R CA
27097831 |F15BDDDB71E
C=CN 2BF87E200
CN = & R4 ZBITFIEH CA 5543FAB3 igg?ggi??gg
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo nrpgra743| HZTMHRS
Signing Key | sha256RSA . SADAFEBL |- 0001355
Co., Ltd. bits |258451E2 & CA
CBEABEF |C2695EBGSBR
C=CN 91DOB1BAD
CN = EZmE R4 ERIITFIES CA 49EET24E gggéégigggé
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C )0 copnoops|  EZAIHERS
Signing Key | sha256RSA . E14480ED| o1 5opm3p12
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA4 Ei;i;s%gég .
O = Global Digital Cybersecurity Authority 384 |20B5DBS6 o) 00599a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 ggig?ig;gég ES ROOT
C=CN IFRSF222 1003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES535 gggig;;éi\gg -
O = Global Digital Cybersecurity Authority L 256 |26589289\ o 11F4D3B
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co, Ltd. bits 123444568 ?252?2@2%? E5 ROOT
C=CN 4644CTBF |6 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Sﬁgggggsgg: GDCA
O = Global Digital Cybersecurity Authority | = . 256 |62120F011 o, 3gn975R
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits |6E5aC45D gégg%ggggg; ES ROOT
C=CN 0299A22C 3 ppo3as3n
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 égggggig;ig GDCA
O = Global Digital Cybersecurity Authority L 256 |PPS2570A1,5569cnRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Ltd. bits  |c4ce1585 égggg?%gg E5 ROOT
C=CN AECO3EFB | nra6466
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CN = GDCA TrustAUTH E4 IV SSL CA seeLEECe [CRADITEITO | A
O = Global Digital Cybersecurity Authority | = 256 |BA2FO02E |, rrs opoFC

Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co., Ltd. bits  |paaaFB25 éig?%gg;;;g’ £5 ROOT
C=CN 70F2D067 \p3ypop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecag [ESBBIFAS362
O = Global Digital Cybersecurity Authority 56 |F4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | " |7DE316s1 QipIresii% ] TrustAUTH

its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF

CN = GDCA TrustAUTH E4 Generic CA 10608596 73 000020 oca
O = Global Digital Cybersecurity Authority | 256 |/C365592 100 rRAR9BCS

Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscge2p3 Zéﬁgggg;i;; ES ROOT
C=CN BBC34684 |1 3589m1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963a | JOOFASAORTE
O = Global Digital Cybersecurity Authority o 256 |/CCBLCBE |, o m0E3ED2D

Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 gsggz%gg;; £5 ROOT
C=CN OA3BBOFS |50 0ar547
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SEEINE A Z CP/CPSARA:

Name Version Release Date
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 |20 August 2020
GDCA EV CPS 2.1 |31 May 2020
GDCA EV CPS 20 |20 September 2019
GDCAEV CP 2.2 |1 October 2020
GDCAEV CP 21 |20 August 2020
GDCAEV CP 20 |31 May 2020
GDCA EV CP 1.9 |20 September 2019
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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