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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at Guangzhou and Foshan, China, throughout the period 1 March
2020 to 28 February 2021 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA website,
and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
o maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.4.1.

GDCA had disclosed an incident (Bug 1662382) on Mozilla’s Bugzilla Platform on 1 September 2020. In the incident,
one certificate was mis-issued with an incorrect value put in the organizationName field of the certificate. The mis-
issued certificate had been revoked within 24 hours after the mis-issuance, and the cause analysis of the incident
and the remediations conducted by GDCA have been illustrated in the process of public discussion. The discussions
of the matter on the public platform had been closed on 5 October 2020.

Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security v2.4.1.

Our independence and quality control
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We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA'’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of GDCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, GDCA's ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 March 2020 to 28 February 2021, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities — SSL Baseline with Network Security v2.4.1.

This report does not include any representation as to the quality of GDCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.4.1, nor the
suitability of any of GDCA'’s services for any customer's intended purpose.
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Use of the WebTrust seal

GDCA'’s use of the WebTrust for Certification Authorities - SSL Baseline with Network Security Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

12 May 2021

w@mmw
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The list of keys and certificates covered in the management’s assertion is as follow:

. . SHA256 - .
Key Name Key Type f\llggfiil:\ﬁ Key Size S:‘dbef::f:::y Certificate Certlflcabte Signed
g Thumbprints v
CN = GDCA TrustAUTH R5 ROOT E2C9409F ?ii?i?igi i 2 ——
O = GUANG DONG CERTIFICATE 4096 |1P5FT50R 0c1a29767A9
Root Key sha256RSA . Al7CCFOE FC2BBBO5E4? TrustAUTH
AUTHORITY CO.,LTD. bits |3F65c529 0P 713213599 RS ROOT
C=CN 886A1951 189103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p3 |BE2E0146D15
CA J04g |[RODFCS22 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key | sha256RSA ) D155654D 22206 TFLA40 | 1 GtAUTH
bits |ca7ep5gg |E562BBIE22E
Co,, Ltd. ARBED074 |CC3EFDE37274 R5 ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 iggii;gg C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key |  sha256RSA "% |p155654p|P208000CPEZ L 1 tAUTH
AUTHORITY CO,LTD bits - |ee762089 | 1700 00208 Rs ROOT
C-CN o AABODOT |5 pp D51
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOE1A giégé;gg@g; GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 b pg9caR97FE
Signing Key | sha256RSA i 727D5D1E TrustAUTH
Co,, Ltd. bits 625123 | FEETP000 R5 ROOT
C=CN 69CFOBEY | ) AcD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igiiggggi;g GDCA
O = GUANG DONG CERTIFICATE L 2048 |2D739636 150553335474
Signing Key | sha256RSA ) 727DSDLE | ig63570 |  TTUStAUTH
AUTHORITY CO. LTD. bits |BeE28123 3399523318 RS ROOT
C=CN 69CFOBEL || ) acarRoR
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE gggggggggé\g GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CE |op g prcgrss
Signing Key | sha256RSA ) AD04BB48 TrustAUTH
Co. Ltd. bits 16145805 gijgigigggz R5 ROOT
C=CN 6257R0B3 |599790n63
CN = GDCA TrustAUTH R4 SSL CA COFG67A5B 322213252?23 DA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO |6 opsn1r543
Signing Key | sha256RSA ) ADO4BBAS |5 orenomapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RS ROOT
C=CN 6257A0B3 |5 5 6rEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 |4 198 150¢F" GDCA
O = Global Digital Cybersecurity Authority o 2048 |C60C2RAD |, 7 pgyspgse
Signing Key | sha256RSA ) 2692AE3F TrustAUTH
Co., Ltd. bits |784074B5 ggfgizgééggg RS ROOT
C=CN 30083595 141553575
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE igéééggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A81711 (0nipEaR32
Signing Key | sha256RSA 63DBCID6 TrustAUTH
co. Ltd. bits  |1E3E639D ggg}lgggg??; R5 ROOT
C=CN DDCELTD0) 593k 7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE gg?;géggizi CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBEAS | o o beraTE
Signing Key | sha256RSA D36CC7C6 TrustAUTH
co. Ltd. bits |3FDB6C64 ﬁiggggé?ggé R5 ROOT
C=CN 6ODCE34L |1 31F13342
CN = GDCA TrustAUTH R4 Extended
" LEGAEADE | 29324298325
Validation SSL CA »04g |F52FBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha2S6RSA | ° |p3sccice DETOEDIDER ]l TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oasTEFsa9D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA SDB60C2D6B6
rus eneric D3FEEE61 BECF3144775 GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g o 3n appace
Signing Key | sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits |55r2FFCO ggiggggggig R5 ROOT
C=CN EB2717EC ) 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 13001 46n522
Signing Key | sha256RSA i 596DD624 | o0 ol o opp|  TrustAUTH
AUTHORITY CO. LTD. bits |55F2FFCO
£B27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giégggég GDCA
O = Global Digital Cybersecurity Authority Lo 2048 |RO41621C L0 0 e hEFEDD
Signing Key | sha256RSA ) 2084B7D3 TrustAUTH
Co, Ltd. bits  |8881p1CD ggisggggi};; R5 ROOT
C=CN 8072CTT | £ 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zﬁ%ﬁéigiéi
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| ooir3g73pp| HZAIKRS
Root Key sha256RSA ADFL4CA6 |o) oo onrog
Co,, Ltd. bits |rB718588 |E EE iR CA
12015329 |0BOECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52228;2233?
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo cooncepo|  EIZAIHERS
Signing Key | sha256RSA ) DAB2810E | o 6 aE
Co,, Ltd. bits |540916D2 & CA
DEEFF38c |E8BEA297DAA
C=CN D147EAT6F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigz};i;i?
O = Global Digital Cybersecurity Authority L 2048 |2E1BBOOF fggp048215| MZEAIHKRS
Signing Key | sha256RSA ) 85B257B2 |2 BFB3E24
Co., Ltd. bits  14n3131c4| 200 TR R CA
C=CN R [N R
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CN = HZHt R4 DV RSB RIEP CA 0C2556EA iéfggéggigi
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD\on) poao6spp| MRS
Signing Key | sha256RSA ) C2AE6239 | 0/ b s gomT
Co., Ltd. bits 109693113 & CA
8EBEO1 DS |PB2A5108AA3
C=CN D6664A641
CN = HZ R4 IV RSB E[IED CA FBF66620 é;i?gi}jégég
O = Global Digital Cybersecurity Authority o 2048 |D2RATB2C ) 536 opEER0T| MEHHKRS
Signing Key | sha256RSA i 10CBS2E2 |0 50 0138206
Co,, Ltd. bits |59p40a15 R CA
io11g3py |861622297BF
C=CN 643598961
CN = #ZHA R4 RIBEZIET CA 0BLCOCLT éggggé;zgg
O = Global Digital Cybersecurity Authority o 2048 |23BDIF261, 01 31 c50p3g|  BEREIMERS
Signing Key | sha256RSA ) C4928RFC |55 07 ce3pROS
Co,, Ltd. bits |7577FD16 &R CA
27097837 |F19BDDDB7LEF
C=CN 2BF87E200
CN = & R4 ZBITFIEH CA 5543FAB3 132?2;22?22
O = Global Digital Cybersecurity Authority | 2048 |BIFSTEDS oo rrpgra7as| MEMHKRS
Signing Key | sha256RSA ) SADAFEBL |- 0005135,
Co., Ltd. bits |258451E2 &R CA
C8eABEF7 |C2695EB6BEB
C=CN 91DOB1BAD
CN = LA R4 ERITFIES CA 49EET24E gggéégigzgz
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C |\ o ohngops|  HMERHKRS
Signing Key | sha256RSA ) E14480ED |01 5appaps
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Ei;iés%géi .
O = Global Digital Cybersecurity Authority 384 |20A5SDBS6 o) 06517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |cssa6189 ’;gig??g;géé ES ROOT
C=CN IFRSF222 03759431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigg;éi\gg -
O = Global Digital Cybersecurity Authority L 256 |26589289 | o 1F4D3B
Signing Key | sha384ECDSA ) 93BCY96AC TrustAUTH
Co. Led. bits 23444568 ?23222@2%? E5 ROOT
C=CN 4644CTBE | (934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Sﬁggégggggi GDCA
O = Global Digital Cybersecurity Authority | 256 |02120F01 1 o, 36m975R
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co., Ltd. bits |6E5AC45D gé?g%ggggg; ES ROOT
C=CN 0299R22C | ppo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 éié?éiﬁééii GDCA
O = Global Digital Cybersecurity Authority o 256 |PP52570R 1,95 99caBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Led. bits |c4c61585 ég;ggi%gg E5 ROOT
C=CN AECO3EFB |5 cnrn6466
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CN = GDCA TrustAUTH E4 IV SSL CA seBLEECE [PRaPOTET0 | A
O = Global Digital Cybersecurity Authority | . 256 |8R2FI02E |, o n e opoFC

Signing Key | sha384ECDSA ) 21DDCEED TrustAUTH
Co., Ltd. bits |paaAFB25 éigg%gg;;? £5 ROOT
C=CN 70F2D067 | 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA orscecag [ESABOFAS362
O = Global Digital Cybersecurity Authority se  |E4m53085 AOF0137C845 GDCA

. 41BAF682
Co, Ltd. Signing Key | sha384ECDSA | -~ |7DE31661 earesiaoil TrustautH
its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 |11 5987BFF

CN = GDCA TrustAUTH E4 Generic CA 10608596 131000200 oea
O = Global Digital Cybersecurity Authority | 256 |1C365592 100 rraR9BCS

Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cscg8ée2p3 Zéﬁgg?g;ig; ES ROOT
C=CN BBC34684 |, 32898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A | JOOFOAARTEL A
O = Global Digital Cybersecurity Authority L 256 |7CCBICBE |, o m0r3ED2D

Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 g?gggégg;; £5 ROOT
C=CN OA38BOFE |50 1 0ars47
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 54 |5 February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 5.2 20 August 2020
GDCA CPS 51 |31 May 2020
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 20 August 2020
GDCA EV CPS 2.1 |31 May 2020
GDCA CP 2.5 |5 February 2021
GDCA CP 24 |1 October 2020
GDCA CP 2.3 |20 August 2020
GDCA CP 2.2 |31 May 2020
GDCAEV CP 2.2 |1 October 2020
GDCA EV CP 2.1 20 August 2020
GDCA EV CP 20 |31 May 2020
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GDCA

GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.Ltd. (“GDCA”) operates the Certification Authority (“CA”) services
known as CAs in Appendix A.

GDCA management has assessed its disclosures of its certificate practices and controls over its CA services. Based
on that assessment, in GDCA management’s opinion, in providing its CA services at Guangzhou and Foshan, China,
throughout the period 1 March 2020 to 28 February 2021, GDCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

* maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout
their lifecycles; and

° SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorised individuals;
° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorised and
performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.4.1.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1662382) on Mozilla’s Bugzilla Platform on 1 September 2020. In the
incident, one certificate was mis-issued with an incorrect value put in the organizationName field of the certificate.
The mis-issued certificate had been revoked within 24 hours after the mis-issuance, and the cause analysis of the
incident and the remediations conducted by GDCA have been illustrated in the process of public discussion. The
discussions of the matter on the public platform had been closed on 5 October 2020.
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Global Digital Cybersecurity Authority Co., Ltd.

GDCA

Ms. Liao Zhiming -+ £ )
Deputy General Ma gge\r?of Global DigitaliCybersecurity Authority Co.,Ltd.
Ke Jiao Road, Nanhai Soft ishan Town, Nanhai District, Foshan City, Guangdong Province.

12 May 2021
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The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 . .
Key Name Key Type Slgna'ture Key Size Sub]ec‘t ‘Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgjggig: : 2 DA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOANG 145976700
Root Key sha256RSA ALTCCFOE | oo nnngsman| TTUStAUTH
AUTHORITY CO,,LTD. bits |3F65c529 557?2212299 RS ROOT
C=CN 886A19511,591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning coc223ns |B82E0146D15
CA J0ag |[RODFCS22 D3483EE5981 GDCA
- . . _— TF144
O = Global Digital Cybersecurity Authority | Signing Key | sha256RSA bit D155654D 2222}28;}22; TrustAUTH
its |64762
Co., Ltd. s |ccarDE37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 iggiéﬁgz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | ° " [p19965¢D Do B2 | TrustAUTH
its 64762589
AUTHORITY CO.,LTD. 176A787E628 R5 ROOT
C=CN ARBODOT74 E2BE7DS51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA 8%83;?5@2; DA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 |00 ocaRgT7FE
Signing Key | sha256RSA ) 727D5SD1E TrustAUTH
Co. Ltd bits  |B6E28123 iiigggﬁgiég R5 ROOT
C=CN 69CF6BEL | ) A CD60FS1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA iﬁiiBSESiéZ .
O = GUANG DONG CERTIFICATE o 2048 |2D739636 10 5p3335474
Signing Key | sha256RSA ) 727DSDIE | 983272k | TTUStAUTH
AUTHORITY CO.,LTD. bits |BeE28123 339950331 BE RS ROOT
C=CN 69CF6BEL | ) n4caFROA
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE gigggggggég .
O = Global Digital Cybersecurity Authority L 2048 |BETCO8CO | b g ppearsa
Signing Key | sha256RSA AD04BB48 TrustAUTH
Co., Ltd. bits |6145B0F5 gijg;g?gggz RS ROOT
C=CN 6257A0B3 1599790n63
CN = GDCA TrustAUTH R4 SSL CA COF6TASE 3222@22@?22 GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCOBCE | 0psa1E543
Signing Key | sha256RSA ) ADO4BBA8 | orrromapg| TTUSAUTH
AUTHORITY CO, LTD. bits |6145B0F5 SREOARC128 RS ROOT
C=CN 6257A0B3 |5 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313CES3 ;jéig%gggg; GDCA
O = Global Digital Cybersecurity Authority | . 2048 |COOC2ARO |y ) s spgsc
Signing Key | sha256RSA 2692AE3F TrustAUTH
Co, Ltd. bits 178407485 ggigigééggg R5 ROOT
C=CN 300835951/ 182535K5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggéééggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A81711 (0nipEaR32
Signing Key | sha256RSA ) 63DBCID6 TrustAUTH
co. Ltd. bits  |1E3E639D ggg}lgggg??; R5 ROOT
C=CN DDCELTD0) 593k 7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE gg?;@éggigg CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBEAS | o o beraTE
Signing Key | sha256RSA ) D36CC7C6 TrustAUTH
co. Ltd. bits |3FDB6C64 ﬁiggggé?ggé R5 ROOT
C=CN 6ODCE34L |1 31F13342
CN = GDCA TrustAUTH R4 Extended
o 1EGAEADE 55324298325
Validation SSL CA »04g |F52FBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha2S6RSA | ° |p3sccice DETOEDIDER ]l TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oasTEFsa9D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizssg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g o 3n appace
Signing Key | sha256RSA . 596DD624 TrustAUTH
Co, Ltd. bits |55r2FFCO ggiggggggig R5 ROOT
C=CN EB2717EC ) 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 13001 46n522
Signing Key | sha256RSA i 596DD624 | o0 ol o opp|  TrustAUTH
AUTHORITY CO. LTD. bits |55F2FFCO
£B27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giégggég GDCA
O = Global Digital Cybersecurity Authority Lo 2048 |RO41621C L0 0 e hEFEDD
Signing Key | sha256RSA ) 2084B7D3 TrustAUTH
Co, Ltd. bits  |8881p1CD ggisggggi};; R5 ROOT
C=CN 8072CTT | £ 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zﬁ%ﬁéigiéi
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| ooir3g73pp| HZAIKRS
Root Key sha256RSA ) ADFL4CRG6 | o) 4 om0 3pmos
Co,, Ltd. bits |gB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52228;2233?
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo cooncepo|  EIZAIHERS
Signing Key | sha256RSA ) DAB2810E | o 6 aE
Co,, Ltd. bits |540916D2 & CA
DEEFF38c |E8BEA297DAA
C=CN D147EAT6F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigz};i;i?
O = Global Digital Cybersecurity Authority L 2048 |2E1BBOOF fggp048215| MZEAIHKRS
Signing Key | sha256RSA ) 85B257B2 |2 BFB3E24
Co, Ltd. bits |4a3131c4 & CA
2970a7 op |AB27DCD7B15
C=CN BDF83C1D6
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s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA

CN = #Zh R4 DV BRSS2]IEH CA 0C2556EA Egiggéggigg
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD\on) poao6spp| MRS
Signing Key | sha256RSA C2RE6239
Co, Ltd. bits |09693113 |6/4DC2C82EF i CA
8ERESLDs |AB2AS108AA3
C=CN D6664A641
CN = HZHH R4 IV BRZS2]IEH CA FBFG6620 é;ggﬁ;gzs
O = Global Digital Cybersecurity Authority o 2048 |D2RATB2C ) 536 opEER0T| MEHHKRS
Signing Key | sha256RSA 10CB52E2
Co, Ltd. bits |59p40a15 [22229138206 R CA
io11g3py |861622297BF
C=CN 643598961
CN = B Zm R4 RIBERIET CA 0BLCOCLT éggggé;zgg
O = Global Digital Cybersecurity Authority L 2048 |23BDIF26 .01 5 550p3g| BZERIRS
Signing Key | sha256RSA C4928AFC
Co, Ltd. bits |7r77FD16 |[2222063DB08 R CA
27097837 |F19BDDDB7LEF
C=CN 2BF87E200
CN = HZmA R4 BB FIEH CA 5543FAB3 ggliggig?;g
O = Global Digital Cybersecurity Authority | 2048 |BIFSTEDS oo rrpgra7as| MEMHKRS
Signing Key | sha256RSA SAD4FEB1
Co, Ltd. bits |2584515, | FPL8A21352 1B CA
Caenpgp |C2695EB6BBB
C=CN 91D0OB1BAD
CN = HZm R4 ERIITFIEH CA 49EET24E gggéégigzgz
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C |\ o ohngops|  HMERHKRS
Signing Key | sha256RSA E14480ED
Co, Ltd. bits  [731p35%C [SA127DEIBL2 1RCA
8pa2a3ca |BS431720763
C=CN OFCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBOD4 Ei;iés%gég CDCA
O = Global Digital Cybersecurity Authority 384 |20A5SDBS6 o) 06517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
os - |Cagag1ao pomeeszions | Tt
C=CN OFASF222 03789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigggéi\gg GDCA
O = Global Digital Cybersecurity Authority o 256 |265892891 ) o p11FaD3B
Signing Key | sha384ECDSA ) 93BCY96AC TrustAUTH
os[o3saases ootz TR
C=CN 4644CTBE | 6 934n98C3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 228254632(7:834 CDCA
A
O = Global Digital Cybersecurity Authority L 256 [62120F0L 0,5 38p9758
Signing Key | sha384ECDSA ] ECEF127A TrustAUTH
o [spancasn peoEieroces) TR
C=CN 0299R22C |3 pp03453
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GDCA

CN = GDCA TrustAUTH E4 DV SSL CA a28a21w3 | AA0TEBA00F GDCA
O = Global Digital Cybersecurity Authority Lo 256 |PP32570R 1,55 69camA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co., Ltd. bits |c4ace15B5 éggiggiégzg £5 ROOT
C=CN AEC63EFB | ¢ ra6a66
CN = GDCA TrustAUTH E4 IV SSL CA BAABSFBIFDS
rus : . i?;gggg 4BE9OEBBACG GDCA
O = Global Digital Cybersecurity Authority L 256 AEBF512D2FC
Signing Key | sha384ECDSA . 21DDCEED |/ g0nine3975| TrUStAUTH
Co,, Ltd. bits |paAAFB25 CAETTOF2ED3 ES ROOT
C=CN 70F2D067 | 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecng |[ESABIFAS362
O = Global Digital Cybersecurity Authority see  |E4A53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | " [70E31661 Dparen2 %] TrustAUTH
its  |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 11 5987BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |00 2085 200 GDCA
O = Global Digital Cybersecurity Authority L 256 |7C365592 |0 paaroncs
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co,, Ltd. bits |c8c862p3 Zé?gg?g;i;; £S5 ROOT
C=CN BBC34684 | 132898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A | JOOFRRARTE A
O = Global Digital Cybersecurity Authority | . 256 |7CC8IC8E| o b0E3ED2D
Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co, Ltd bits [ 1rans0zs|SE2Le1s7) TR
C=CN IA3BBOFS |5040ar547

Page6/7



GDCA

Appendix B

S SN THIZIRIRBIRASE

Global Digital Cybersecurity Authority Co., Ltd

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 54 |5 February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 5.2 |20 August 2020
GDCA CPS 51 |31 May 2020
GDCA CPS 50 |20 September 2019
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 20 August 2020
GDCA EV CPS 2.1 31 May 2020
GDCA EV CPS 20 |20 September 2019
GDCA CP 2.5 |5 February 2021
GDCA CP 24 |1 October 2020
GDCA CP 23 |20 August 2020
GDCA CP 22 |31 May 2020
GDCA CP 2.1 |20 September 2019
GDCAEV CP 2.2 |1 October 2020
GDCA EV CP 2.1 20 August 2020
GDCA EV CP 20 |31 May 2020
GDCA EV CP 1.9 |20 September 2019
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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M SRS

(CGEE : XPURERESE - ENESRERS - )
B HZHAREROBRATIEENE

BOEZET - WG —Fr B ZRRRERDBRAS ( Global Digital Cybersecurity Authority Co., Ltd. -
PURER "GDCA” ) T 2020 3 81 HZE 2021 &£ 2 B 28 HEAE TE MA#HLZEMNSB FIAERSHE
BEMFAENT 7 EERIENVEIES - RIFEEMZEINE - GDCA B ¢

o EMAETAIZANEEZEBFINEWSMM (cps ) MIANEFRIEREREE (cP) BIRE 1 SSL UL
BEMBEAWSHN - EHEEEETE CA/Browser ICIZAIHRIES M SSL IEBRS - FHUIER
B SMNIE HAERRS

o BEBAXEESING - DURHEL T SERIL :
B RIPPTEEREAAN SSLIEBEEMB I PROTEM | LK
T GDCA FrTRUERHEFIa S th£E SSLIERBRIBEERER

o BYUBMIEHING - DURHLINSERIE :
o X CA AGUHERNZENMIZLERTENTA
REFZAMLBERRFENESY ;| DK
CA 24T & - EFNRFFIEINENMNIT - DER CA RFNTE

. B BANEGING - DHIRHSBRIERRIS CA/Browser 1835 ( CA/Browser Forum ) & fa Ay
B RIUEB % 512 2 M S8 ( Network and Certificate System Security Requirements )

PIF& WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v24.1 -

F 18 H8H


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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GDCA Mzt

GDCA HEEBEMNTWBARERERINE - ERERENZMELISINE PN GDCA FrRHNRSEB/FS
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.4.1
HIAE -

MRV IT M AN B E

BIMNRFRUMHABITEMERZEZRHNSTARKBNRSITHITERAENM ( Code of Ethics for
Professional Accountants ) #lERYE Tm;tjz CZENZEUEIER - B0 - TWEEATEE - REMERWT
ANERRNZ £ - ZIOASBREERTEZKHNREES 1 (International Standard on Quality Control
1)  HAREEFEZENREEHESR  EEFEEREKX - TWAENER AR EMERMN XA ERIBIER
B -

HiHMASRE

HRMNPVIRAZERTE L TFROEM EX GDCANEERNERREIE - RIBRERGHEITSEILENESS
AmPEREIEWSSAENSE 3000 5 "HEMFES E B FRHLSIIEINT" WIERTT 7 SIUETE - It
ENEKBNNT A RTHENNFHEFLSRNFIEERSEMNERRAEHNSIERIL - 815 :

(1) TH# GDCASSLIER4EmEIEIRE - 84 SSLIEBAN - BEMFAmE - 7 7 # GDCA WNEMIEB RS
ZEEERA CA/Browser iCIRHIAAMNEX ;

(2 EEMKXWSBRIEEREET 7 PIKER SSLIEBEmEIRER ;

(3) ML IZEFEN T ARE ; UK

@) PITEHMENDTANLZNSIERER -

HAIARE - OREWIEREZR D - 38 - AAREIES ISR 72 -

EHRAERE

GDCA HINEMERINBMHRNERY - REX AP RAARKE T A ZH XIS PR £ R0 - BUR T 248
WHEERUREMFETS M RPMER KGR E - BF BN BE NEB7; A STREGIR BT
AT RS TE -

& A PRl

EE?V\]‘%BT%%U%%K%E’JBE%J  GDCA A L ZERRBE NI BER REIFNG - Al « ZEHITIREREEITALS ~ &

MHIETE IR ~ 8E - WERANBRRRENAD - SIERAINEHEHMENEK - U5 - NFLAIZEETIAE
/E\%DI‘]ZMWE?&%EMEEH@IETE’\J%%T)|@ °

F 28 H8H


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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FEAMTIAA - GDCA T 2020 F3 A1 HE 2021 &£ 2 B 28 HEABMBE FINERSZSHWEEMBENEEFMBEAXR
FETE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network

Security v2.4.1 -

KIREH A BIEEEIE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.4.1 DISMYBREARERR - SEWEAIZ X GDCA RSB EEM S -

GDCAT2020F9R1HEZ T Mozilla BugzillaA R F&1@KEHBug 1662382 - FTItHEMHD - —KHFIEBH
organizationName =M A B IREFEEIRE - BKIREWEFIERT 24NN AWGDCABMH TH R - R
THSHNBERKRRASENHFE - GDCAUETAKRFAEA - IENAERITIET2020F10A55HER -

% Webtrust #riRa9{ER

£ GDCA Ml £#) WebTrust SSL BR BB FINMEARIRZARREANBN—IPF SRR - BHAZA T HARNKIA
AR TREWEFEAH—DRRIE -

AKAM
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2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

12 May 2021

me

F 3B H8HE


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://bugzilla.mozilla.org/show_bug.cgi?id=1662382
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B 44—
KNERENBENBHESIEPIIZENT:
. . SHA256 . .
Key Name Key Type Slgna.t ure Key Size Subjec.t K °y Certificate Certificate Signed
Algorithm Identifier R by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F ?ii?i?igi i 2 CDCA
O = GUANG DONG CERTIFICATE 4096 |“DCEEBOA |40 009767R0
Root Key sha256RSA ) Al7CCFOE FCOBBROSE42 |  TTUStAUTH
AUTHORITY CO.,LTD. bits |3F65c529 0F713A13899 RS ROOT
C=CN 886A19511)591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c8622303 |BE2E0146D15
CA J04g |[RODFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key | sha256RSA bit D155654D Egggg;gégg; TrustAUTH
its 64762589
Co,, Ltd. anpepo7a |CC3FDE37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggii;gz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | . |pLs5654D D oo oe2] TrustAUTH
Its
AUTHORITY CO, LTD. o l176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOE1A giégé;gg@g; GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 b pg90caR97FE
Signing Key | sha256RSA 727D5D1E TrustAUTH
Co,, Ltd. bits  |BeE28123 iiigé%ggés R5 ROOT
C=CN 69CF68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igiiggggi;; GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 150553335474
Signing Key | sha256RSA 727DSDLE| 683570 TrustAUTH
AUTHORITY CO,LTD. bits  |Ber2g123 35000 02 20 RS ROOT
C=CN 69Cre8E4 1A4CAFEQOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B gggggggggég GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CE |op g prcgrss
Signing Key | sha256RSA ) AD04BB48 TrustAUTH
Co. Ltd. bits 1614580F5 gijgigigggz R5 ROOT
C=CN 6257R0B3 | 599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B ég;ggggéﬁgg CDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO| ( noa1Esg3
Signing Key | sha256RSA ) ADO4BBA8 |5 ormnomapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RS ROOT
C=CN 6257n083 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83| 4198 180¢F" GDCA
O = Global Digital Cybersecurity Authority | 2048 |C60C2RAD |, 7 pgyspgse
Signing Key | sha256RSA ) 2692AE3F TrustAUTH
Co., Ltd. bits |7B4074B5 Zggfgiﬁééggg RS ROOT
C=CN 30083595 |4 1p2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE igéééggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A81711 (0nipEaR32
Signing Key | sha256RSA 63DBCID6 TrustAUTH
co. Ltd. bits  |1E3E639D ggg}lgggg??; R5 ROOT
C=CN DDCELTD0) 593k 7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE gg?;géggizi CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBEAS | o o beraTE
Signing Key | sha256RSA D36CC7C6 TrustAUTH
co. Ltd. bits |3FDB6C64 ﬁiggggé?ggé R5 ROOT
C=CN 6ODCE34L |1 31F13342
CN = GDCA TrustAUTH R4 Extended
" LEGAEADE | 29324298325
Validation SSL CA »04g |F52FBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha2S6RSA | ° |p3sccice DETOEDIDER ]l TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oasTEFsa9D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA SDB60C2D6B6
rus eneric D3FEEE61 BECF3144775 GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g o 3n appace
Signing Key | sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits |55r2FFCO ggiggggggig R5 ROOT
C=CN EB2717EC ) 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 13001 46n522
Signing Key | sha256RSA i 596DD624 | o0 ol o opp|  TrustAUTH
AUTHORITY CO. LTD. bits |55F2FFCO
£B27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giégggég GDCA
O = Global Digital Cybersecurity Authority Lo 2048 |RO41621C L0 0 e hEFEDD
Signing Key | sha256RSA ) 2084B7D3 TrustAUTH
Co, Ltd. bits  |8881p1CD ggisggggi};; R5 ROOT
C=CN 8072CTT | £ 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zﬁ%ﬁéigiéi
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| ooir3g73pp| HZAIKRS
Root Key sha256RSA ADFL4CA6 |o) oo onrog
Co,, Ltd. bits |rB718588 |E EE iR CA
12015329 |0BOECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52228;2233?
O = Global Digital Cybersecurity Authority | . 2048 |7654EASL oo cooncepo|  EIZAIHERS
Signing Key | sha256RSA ) DAB2810E | o 6 aE
Co,, Ltd. bits |540916D2 & CA
DEEFF38c |E8BEA297DAA
C=CN D147EAT6F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigz};i;i?
O = Global Digital Cybersecurity Authority L 2048 |2E1BBOOF fggp048215| MZEAIHKRS
Signing Key | sha256RSA ) 85B257B2 |2 BFB3E24
Co., Ltd. bits  14n3131c4| 200 TR R CA
C=CN R [N R

$5H H8H
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CN = HZHt R4 DV RSB RIEP CA 0C2556EA iéfggéggigi
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD\on) poao6spp| MRS
Signing Key | sha256RSA ) C2AE6239 | 0/ b s gomT
Co., Ltd. bits 109693113 & CA
8EBEO1 DS |PB2A5108AA3
C=CN D6664A641
CN = HZ R4 IV RSB E[IED CA FBF66620 é;i?gi}jégég
O = Global Digital Cybersecurity Authority o 2048 |D2RATB2C ) 536 opEER0T| MEHHKRS
Signing Key | sha256RSA i 10CBS2E2 |0 50 0138206
Co,, Ltd. bits |59p40a15 R CA
io11g3py |861622297BF
C=CN 643598961
CN = #ZHA R4 RIBEZIET CA 0BLCOCLT éggggé;zgg
O = Global Digital Cybersecurity Authority o 2048 |23BDIF261, 01 31 c50p3g|  BEREIMERS
Signing Key | sha256RSA ) C4928RFC |55 07 ce3pROS
Co,, Ltd. bits |7577FD16 &R CA
27097837 |F19BDDDB7LEF
C=CN 2BF87E200
CN = & R4 ZBITFIEH CA 5543FAB3 132?2;22?22
O = Global Digital Cybersecurity Authority | 2048 |BIFSTEDS oo rrpgra7as| MEMHKRS
Signing Key | sha256RSA ) SADAFEBL |- 0005135,
Co., Ltd. bits |258451E2 &R CA
C8eABEF7 |C2695EB6BEB
C=CN 91DOB1BAD
CN = LA R4 ERITFIES CA 49EET24E gggéégigzgz
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C |\ o ohngops|  HMERHKRS
Signing Key | sha256RSA ) E14480ED |01 5appaps
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Ei;iés%géi .
O = Global Digital Cybersecurity Authority 384 |20A5SDBS6 o) 06517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |cssa6189 ’;gig??g;géé ES ROOT
C=CN IFRSF222 03759431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigg;éi\gg -
O = Global Digital Cybersecurity Authority L 256 |26589289 | o 1F4D3B
Signing Key | sha384ECDSA ) 93BCY96AC TrustAUTH
Co. Led. bits 23444568 ?23222@2%? E5 ROOT
C=CN 4644CTBE | (934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Sﬁggégggggi GDCA
O = Global Digital Cybersecurity Authority | . 256 |02120F01 1 o, 36m975R
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co., Ltd. bits |6E5AC45D gé?g%ggggg; ES ROOT
C=CN 0299R22C | ppo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 éié?éiﬁééii GDCA
O = Global Digital Cybersecurity Authority o 256 |PP52570R 1,95 99caBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Led. bits |c4c61585 ég;ggi%gg E5 ROOT
C=CN AECO3EFB |5 cnrn6466
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CN = GDCA TrustAUTH E4 IV SSL CA seBLEECE [PRaPOTET0 | A
O = Global Digital Cybersecurity Authority | . 256 |8R2FI02E |, o n e opoFC

Signing Key | sha384ECDSA ) 21DDCEED TrustAUTH
Co., Ltd. bits |paaAFB25 éigg%gg;;? £5 ROOT
C=CN 70F2D067 | 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA orscecag [ESABOFAS362
O = Global Digital Cybersecurity Authority se  |E4m53085 AOF0137C845 GDCA

. 41BAF682
Co, Ltd. Signing Key | sha384ECDSA | -~ |7DE31661 earesiaoil TrustautH
its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 |11 5987BFF

CN = GDCA TrustAUTH E4 Generic CA 10608596 131000200 oea
O = Global Digital Cybersecurity Authority | 256 |1C365592 100 rraR9BCS

Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cscg8ée2p3 Zéﬁgg?g;ig; ES ROOT
C=CN BBC34684 |, 32898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A | JOOFOAARTEL A
O = Global Digital Cybersecurity Authority L 256 |7CCBICBE |, o m0r3ED2D

Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 g?gggégg;; £5 ROOT
C=CN OA38BOFE |50 1 0ars47
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SEEINE A Z CP/CPSARA:

Name Version Release Date
GDCA CPS 5.4 |5 February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 5.2 20 August 2020
GDCA CPS 5.1 |31 May 2020
GDCA EV CPS 23 |1 October 2020
GDCA EV CPS 2.2 20 August 2020
GDCA EV CPS 2.1 |31 May 2020
GDCA CP 2.5 |5 February 2021
GDCA CP 24 |1 October 2020
GDCA CP 2.3 |20 August 2020
GDCA CP 2.2 |31 May 2020
GDCAEV CP 22 |1 October 2020
GDCA EV CP 2.1 20 August 2020
GDCA EV CP 20 |31 May 2020
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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HZHRRREIRHEPE AT ( Global Digital Cybersecurity Authority Co., Ltd. - I N &E#R“GDCA” ) o= B FIAIEAR
S|4 ( Certification Authority - DU RN EFRCA” - BYHE—FR 7 CAFTEEIRIERFPRIES ) - HIEHEFIA
IEARSS -

GDCA BIEEE X PTIRHAICARRS R S HI N3 8 &I HI# 1T A - ETF UMM - DA EIBEIAN - #2020
&3 1 BE2021 %2 B28 HGDCA FTEFE T WA LLFTIRHCARSE ERIE] - GDCAL :

o KM _zcp/cPsiEEESSLIE A EHAEIRE M - S35 XEEBTE CA/Browser 181% ( CA/Browser
Forum ) RIS TR HHASSLIEBRS - HIEREN SR HERRS

o BYUBNIEHING - DURHLINSERIE ¢
BUHRIPPEENZHA P sSLIEBEEMBPRTEN ; UK
T GDCA R TTROEMHRIFIG S £ SSLIERHIFERER
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Xt CA ZGTANEHERZEAN YRR BN R TR DA

o REBHMLEBEERENESY ; MUK
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o B ANEHING - DURHEIBRIEIBIRAS CA/Browser 1815 ( CA/Browser Forum ) &% Y W 45
RIEH %52 2= ML (Network and Certificate System Security Requirements )

L% & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.4.1 °

GDCAKRITEEMA - MARBIEBIELRSS - Bt - HMNNERERLEBERRIVENBRIZS -
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organizationName = I I A FHIREBEIRE - WKIEFSWEFIER T 24NN AKGDCAINH TR - RTIE
EHNBRERAREASELFE - DCAETARFEEAA - I ERINIET2020F10A5HER -
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https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://bugzilla.mozilla.org/show_bug.cgi?id=1662382
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KNERENBENBHESIEPIIZENT:
. . SHA256 . .
Key Name Key Type Slgna.t ure Key Size Subjec.t K °y Certificate Certificate Signed
Algorithm Identifier R by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F ?ii?i?igi i 2 CDCA
O = GUANG DONG CERTIFICATE 4096 |“DCEEBOA |40 009767R0
Root Key sha256RSA ) Al7CCFOE FCOBBROSE42 |  TTUStAUTH
AUTHORITY CO.,LTD. bits |3F65c529 0F713A13899 RS ROOT
C=CN 886A19511)591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c8622303 |BE2E0146D15
CA J04g |[RODFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key | sha256RSA bit D155654D Egggg;gégg; TrustAUTH
its 64762589
Co,, Ltd. anpepo7a |CC3FDE37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggii;gz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | . |pLs5654D D oo oe2] TrustAUTH
its 64762589
AUTHORITY CO.LTD. anBepo7a |L76A787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOE1A giégé;gg@g; GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 b pg90caR97FE
Signing Key | sha256RSA 727D5D1E TrustAUTH
Co,, Ltd. bits  |BeE28123 iiigé%ggés R5 ROOT
C=CN 69CF68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igiiggggi;; GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 150553335474
Signing Key | sha256RSA 727DSDLE| 683570 TrustAUTH
AUTHORITY CO,LTD. bits  |Ber2g123 35000 02 20 RS ROOT
C=CN 69Cre8E4 1A4CAFEQOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B gggggggggég GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CE |op g prcgrss
Signing Key | sha256RSA ) AD04BB48 TrustAUTH
Co. Ltd. bits 1614580F5 gijgigigggz R5 ROOT
C=CN 6257R0B3 | 599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B ég;ggggéﬁgg CDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO| ( noa1Esg3
Signing Key | sha256RSA ) ADO4BBA8 |5 ormnomapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RS ROOT
C=CN 6257n083 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83| 4198 180¢F" GDCA
O = Global Digital Cybersecurity Authority | 2048 |C60C2RAD |, 7 pgyspgse
Signing Key | sha256RSA ) 2692AE3F TrustAUTH
Co., Ltd. bits |7B4074B5 Zggfgiﬁééggg RS ROOT
C=CN 30083595 |4 1p2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggéééggiggé CDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A81711 (0nipEaR32
Signing Key | sha256RSA ) 63DBCID6 TrustAUTH
co. Ltd. bits  |1E3E639D ggg}lgggg??; R5 ROOT
C=CN DDCELTD0) 593k 7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1F6AEADE gg?;@éggigg CDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBEAS | o o beraTE
Signing Key | sha256RSA ) D36CC7C6 TrustAUTH
co. Ltd. bits |3FDB6C64 ﬁiggggé?ggé R5 ROOT
C=CN 6ODCE34L |1 31F13342
CN = GDCA TrustAUTH R4 Extended
o 1EGAEADE 55324298325
Validation SSL CA »04g |F52FBEAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha2S6RSA | ° |p3sccice DETOEDIDER ]l TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. oo |oasTEFsa9D9 | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizssg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 g o 3n appace
Signing Key | sha256RSA . 596DD624 TrustAUTH
Co, Ltd. bits |55r2FFCO ggiggggggig R5 ROOT
C=CN EB2717EC ) 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgigé DA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 13001 46n522
Signing Key | sha256RSA i 596DD624 | o0 ol o opp|  TrustAUTH
AUTHORITY CO. LTD. bits |55F2FFCO
£B27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zé;giégggég GDCA
O = Global Digital Cybersecurity Authority Lo 2048 |RO41621C L0 0 e hEFEDD
Signing Key | sha256RSA ) 2084B7D3 TrustAUTH
Co, Ltd. bits  |8881p1CD ggisggggi};; R5 ROOT
C=CN 8072CTT | £ 3p1cpB8S
CN = ¥=Zif R5 1R CA 89 7AL2A2 Zﬁ%ﬁéigiéi
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| ooir3g73pp| HZAIKRS
Root Key sha256RSA ) ADFL4CRG6 | o) 4 om0 3pmos
Co,, Ltd. bits |gB71B58B iR CA
12017329 080ECF3738C
C=CN 7CAFEBLAE
CN = MZAIft R4 EV BRSSFRIEH CA 28BIAF46 52228;2233?
O = Global Digital Cybersecurity Authority | . 2048 |7654EASL oo cooncepo|  EIZAIHERS
Signing Key | sha256RSA ) DAB2810E | o 6 aE
Co,, Ltd. bits |540916D2 & CA
DEEFF38c |E8BEA297DAA
C=CN D147EAT6F
CN = HZm R4 OV BRSBERIEH CA 0B630E58 igiigz};i;i?
O = Global Digital Cybersecurity Authority L 2048 |2E1BBOOF fggp048215| MZEAIHKRS
Signing Key | sha256RSA ) 85B257B2 |2 BFB3E24
Co, Ltd. bits |4a3131c4 & CA
2970a7 op |AB27DCD7B15
C=CN BDF83C1D6
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CN = HZHt R4 DV RSB RIEP CA 0C2556EA iéfggéggigi
O = Global Digital Cybersecurity Authority | . 2048 |FD7RO04DD\on) poao6spp| MRS
Signing Key | sha256RSA ) C2AE6239 | 0/ b s gomT
Co., Ltd. bits 109693113 & CA
8EBEO1 DS |PB2A5108AA3
C=CN D6664A641
CN = HZ R4 IV RSB E[IED CA FBF66620 é;i?gi}jégég
O = Global Digital Cybersecurity Authority o 2048 |D2RATB2C ) 536 opEER0T| MEHHKRS
Signing Key | sha256RSA i 10CBS2E2 |0 50 0138206
Co,, Ltd. bits |59p40a15 R CA
io11g3py |861622297BF
C=CN 643598961
CN = #ZHA R4 RIBEZIET CA 0BLCOCLT éggggé;zgg
O = Global Digital Cybersecurity Authority o 2048 |23BDIF261, 01 31 c50p3g|  BEREIMERS
Signing Key | sha256RSA ) C4928RFC |55 07 ce3pROS
Co,, Ltd. bits |7577FD16 &R CA
27097837 |F19BDDDB7LEF
C=CN 2BF87E200
CN = & R4 ZBITFIEH CA 5543FAB3 132?2;22?22
O = Global Digital Cybersecurity Authority | 2048 |BIFSTEDS oo rrpgra7as| MEMHKRS
Signing Key | sha256RSA ) SADAFEBL |- 0005135,
Co., Ltd. bits |258451E2 &R CA
C8eABEF7 |C2695EB6BEB
C=CN 91DOB1BAD
CN = LA R4 ERITFIES CA 49EET24E gggéégigzgz
O = Global Digital Cybersecurity Authority | . 2048 |PA99640C |\ o ohngops|  HMERHKRS
Signing Key | sha256RSA ) E14480ED |01 5appaps
Co,, Ltd. bits |731D35FC tRCA
8pa2a3ca [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Ei;iés%géi .
O = Global Digital Cybersecurity Authority 384 |20A5SDBS6 o) 06517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |cssa6189 ’;gig??g;géé ES ROOT
C=CN IFRSF222 03759431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigg;éi\gg -
O = Global Digital Cybersecurity Authority L 256 |26589289 | o 1F4D3B
Signing Key | sha384ECDSA ) 93BCY96AC TrustAUTH
Co. Led. bits 23444568 ?23222@2%? E5 ROOT
C=CN 4644CTBE | (934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Sﬁggégggggi GDCA
O = Global Digital Cybersecurity Authority | 256 |02120F01 1 o, 36m975R
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co., Ltd. bits |6E5AC45D gé?g%ggggg; ES ROOT
C=CN 0299R22C | ppo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 éié?éiﬁééii GDCA
O = Global Digital Cybersecurity Authority o 256 |PP52570R 1,95 99caBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Led. bits |c4c61585 ég;ggi%gg E5 ROOT
C=CN AECO3EFB |5 cnrn6466
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CN = GDCA TrustAUTH E4 IV SSL CA seBLEECE [PRaPOTET0 | A
O = Global Digital Cybersecurity Authority | . 256 |8R2FI02E |, o n e opoFC
Signing Key | sha384ECDSA ) 21DDCEED TrustAUTH
Co., Ltd. bits |paaAFB25 éigg%gg;;? £5 ROOT
C=CN 70F2D067 | 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA orscecag [ESABOFAS362
O = Global Digital Cybersecurity Authority se  |E4m53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | -~ |7DE31661 earesiaoil TrustautH
its |2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 |11 5987BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |00 /BoEE1298
- . . 733CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority | 256 |1C365592 100 rraR9BCS
Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cscg8ée2p3 Zéﬁgg?g;ig; ES ROOT
C=CN BBC34684 |, 32898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A | JOOFOAARTEL A
O = Global Digital Cybersecurity Authority L 256 |7CCBICBE |, o m0r3ED2D
Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co., Ltd. bits |1r8a3023 g?gggégg;; £5 ROOT
C=CN OA38BOFE |50 1 0ars47
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SEENEAZCP/CPShRA:

Name Version Release Date
GDCA CPS 54 |5February 2021
GDCA CPS 53 |1 October 2020
GDCA CPS 52 |20 August 2020
GDCA CPS 5.1 31 May 2020
GDCA CPS 5.0 |20 September 2019
GDCA EV CPS 23 |1 October 2020
GDCAEV CPS 22 |20 August 2020
GDCA EV CPS 2.1 31 May 2020
GDCA EV CPS 2.0 |20 September 2019
GDCA CP 25 |5 February 2021
GDCA CP 24 |1 October 2020
GDCA CP 23 |20 August 2020
GDCA CP 22 |31 May 2020
GDCA CP 2.1 |20 September 2019
GDCAEV CP 22 |1 October 2020
GDCAEV CP 2.1 120 August 2020
GDCAEV CP 20 |31 May 2020
GDCAEV CP 1.9 |20 September 2019
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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